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Threat Landscape

2016
Russian APT cyber and influence activity

(:) 2020/2021

E-Day: “Just another Tuesday on the Internet”

Russian APT cyber and influence activity
Iranian APT cyber and influence activity
Enemies of the People

Mis- and Disinformation

SolarWinds

Microsoft Exchange Server

Colonial pipeline ransomware

Kaseya ransomware

] nt Report of the Department of Justs "mld
the Department of Homelan 1'5 curity

F g n Interfere Targ ng Election

ucture Ph ical Organization, a2
\pgn C ndidate Infrastructure "@

o
Related to the 2020 US Federal Elections

008®0

NATIONAL INTELLIGENCE COUNCIL

Inder Section 1(5)
ntions in the

INTELLIGENCE CON UNITY ASSESSMENT

Forelgn I‘hreats to the 2020 US Federal Elections

CYBERSECURITY ADVISORY

Russian SVR Targets U.S.
and Allied Networks

August 10, 2021



Cybersecurity Services

CISA Services
Vulnerability Scanning (Cyber Hygiene)
Remote Penetration Testing
Phishing Campaign Assessment
Critical Product Evaluation
Crossfeed
Cyber Resilience Review
& more

G CISA Election Security Trainings
Election Security Overview
Ransomware
Phishing
Building Trust through Secure Practices

ELECTION INFRASTRUCTURE SECURITY
RESOURCE GUIDE

Cybersecurity and Infrastructure Security Agency
U.S. Department of Homeland Security

September 2020
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Cybersecurity State Coordinators (CSC)

Q CSC Key Roles Outlined in the FY21 NDAA

Serve as Federal cybersecurity risk advisor in the state
Facilitate cyber threat info-sharing

Raise awareness of Federal cybersecurity resources
Support trainings and exercises

Assist in developing vulnerability disclosure programs

O Cybersecurity Advisors (CSAs) Roles Remain Unchanged
Provide assistance to SLTT governments and CI
owners/operators
Introduce organizations to CISA products and services
Provide preparedness, assessments, resources,
messaging, incident coordination, etc.

One Nondred Sixeeenth Congress
of the
Nmited Staces of America

AT THE SECOND SESSION

Begun and held at the City of Washington on Friday,
the third day of January, tice thousand and twenty

An Art

To autharize appropriations for fiscel year 2021 for military activities of the Depart-
‘ment of Defense, for military construction, and for defense activities of the Depart-
ment af Energy, to preseribe military personnel strengths for such fiseal year,
and for other purposes.

Be it enacted by the Semate and House of Representatives of
the United Siates of America in Congress assembled,
SECTION 1. SHORT TITLE,

This Act may be cited as the “William M. (Mac) Thornberry
National Defense Authorization Act for Fiscal Year 2021".

SEC. 2. ORGANIZATION OF ACT INTO DIVISIONS; TABLE OF CONTENTS.

(a) Drvisions.—This Act is organized in
follows:

(1) Division A—Department of Defensd sm.(]?lammsxcum;sm? COORDINATOR.
il B i i a) CYBERSECURITY STATE COORDINATOR.—
{2) Division B-Military Construction (1) I GENERAL—Subtitle 4 of title XXII of the Homeland
Secunty&.ct of 2002 (6 U.SB{C EGSTLJGSt Eeq.\ JEEamended—
) in section 2202(c) (6 U.S.C. 652(c)—

(4) Division D—Funding Tables. (1) in paragraph (10), by striking “and” at the
(5) Division E—National Artificial end;

Act of 2020 (1i) by redesignating paragraph (11) as paragraph
(6) Division F—Anti-Money Launderi (1z); and

" (i) by inserting after paragraph (10) the following:

(7) Division G—Elijah E. Cum “11) appomtya rsgerunf:y Smﬂ Coordinator in eac]
Authorization Act of 2020 State, as described in section 2215; and”; and

(&) Division H—Other Matters (B) by adding at the end the following new section:

(b) TABLE OF CONTENTS—The table of “SEC. 2215, CYBERSECURITY STATE COORDINATOR.
iz as follows: “(a) APPOINTMENT.—The Director shall appoint an employee
Sec. 1. Short title of the Agency in each State, with the appropriate cybersecufity
Ser. 2 Organtzation of Act into divisipns; table of eonteni Qualifications and expertise, who shall serve as the Cyhersecurity
Sec. 3. Lomgressional defense cammitices S b) DUTIES,~The duties of a Cybersecurity State Coordinator
Sec. 4. Budgetary effects of Lhis Act ) appointed nndor subsection (a] shall include
DIVISION A—DEPARTMENT OF DEFENSE A (1) building strategic public and, on a_voluntary basis,
FITLE 1 PROCUREMENT rivate sector relationships, including by advising on estab,

ishing <
Subtitle A—Authorization of Approp

e 'the
maintenance of secure and resilient infrastructure;

“(2) serving as the Federal cybersecurity risk advisor and
supporting preparation, response, and remediation efforts

“(3) facilitating the sharing of cyber threat information
to improve understanding of cybersecurity risks and situational
awareness of cybersecurity incidents;

“(4) raising awareness of the financial, technical, and oper-
ational resources available from the Federal Government to
non-Federal entities to increase resilience against eyber threats;

“(5) supporting training, exercises, and planning for con.
tinuity of operations to oxpedite recovery from cybersecurity
incidents, including ransomware;

“(6) serving as a principal point of contact for non-Federal
entities to engage, on a voluntary basis, with the Federal
Government on preparing, managing, and responding ta cyber-
security incidents;

A7) :Issis(mglnan-Federa] entities in developing and coordi-
nating vulnerability disclosure programs consistent with Fed-
eral and information security industry standards;

“(8) assisting State, local, Tribal, and territorial govern-
ments, on a voluntary basis, in the development of State cyber-

rity plans;

“(9) coordinating with appropriate officials within the
Agency; and

“(10) performing such other duties as determined necessary
by the Director to achieve the goal of managing cybersecurity
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.GOV Top-Level Domain

DOTGOV Act of 2020

‘ Under CISA, .gov domains are available at no
cost for qualifying organizations

‘ Increased use of .gov domains will improve
cybersecurity and trust in public services
across the United States

‘ It should be easy for the public to know they are
engaged with a government agency

. Released new “About. gov, for elections” page
on the DotGov website:
https://home.dotgov.gov/about/elections/

Making .gov More Secure by
Default

When the public sees information on a .gov website,
they need to trust that it is official and accurate. This

trust is warranted, because registration of a .gov

domain is limited to bona fide US-based government

organizations. Governments should be easy to identify

on the internet and users should be secure on .gov

websites.

HTTPS is a key protection for websites and web users. It offers security and

privacy when connecting to the web, and provides governments the assurance

that what they publish is what is delivered to users. In the last few years,

HTTPS has become the default connection type on the web. Browsers that

were once telling users to “watch for a green lock!” are now removing the lock

icons. Instead, the browser warns users when sites are not using HTTPS.

About About .gov, for elections

I About, for elections

Increasing trusted information

CONTENTS State and local election offices are increasingly tasked with countering false or misleading

Frequently asked questions information about an election on top of administering an election. One concrete response

you can take is to make it easy to identify official election information on the internet, a

task made simple by .gov.

Using a .gov domain for your online services (like your website or email) helps the public

quickly identify you as a trusted government source. That confidence is merited because

only U.S.-based government organizations can register a .gov domain, available at no cost.

Thisis different than other well-known ‘top-level domains’ (like .com, .org, or .us) where

anyone in the world can register for a fee. Malicious actors know this, and theyve sought to

impersonate election organizations.

Additionally, using .gov increases security:

® Multi-factor authentication is enforced on all accounts in the .gov registrar, different
than commercial registrars.

» We ‘preload’ all new domains, which requires browsers to only use a secure HTTPS

connection with your website. This protects your visitors’ privacy and ensures the

content you publish is exactly what’s received.

CISA
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https://home.dotgov.gov/about/elections/

Physical Security

Election Security — Physical Security
of Vioting Locations and Election Facilities

PHYSICAL SECURITY PREPAREDNESS AT VOTING LOCATIONS AND ELECTION FACILITIES

The Cybamecurity and infrogtructurs Sacurity Afency (CE2A] sncounsegse etats and locs! eiecton officicie who
oparats slscton fecilties to Connect. Plan. Train. and Report. Apolying theos four etape in edvancs of an incident

CISA resources available to election officials it Bsper icin o, ol wrker, s p st ety aperser o ey ik st

COMNECT: Recch out and daveiop ralationahips n your community, inciuding stets and local law snforcameant, firet
reaponds, Bnd amargsncy managsmant lsaderhip, aa well 8o the operatons of pubkc and private pector facdites
hoating or swrounding slacton infrestructurs and voting locetons. Having thaes relatiorships setablahed bafors
BN iNCideNt GCCUMD Can increaes viglenos and halp opesd up reepones tme if comathing happana.

Protective Security Advisors e ey e by

SOUrty subpsct mathsr sxperty who edviee end ceist stets, local, and privates ssctor officiale and crtical
infreabnucturs facdity ownsn and cpsnatom—auch e throwdh sngagsmeant with slsclion admianistratomn to protsct
s Nition's slacton infreetructums.

O it any of your sisction faciFtse are looated at or near @ fedsnal facifty, connect with the ULS. Department of

Physical Security Assessments o ooy 1y i e s e

O Deweion reigticnehipe with the businsosse surTounding sech of your sisction faciites ja.2, polling piccee,
eisction officse, slsction warshcuses, procsesing combarn, abc.) @nd aak them to repart Gny suapiciou
metiviky.

O Budd robust relationahipe with community organ:zations and lecdera. Thaes reiationehipe will enabie you
to prosctvely work o provide transnarency ancund whers woting aibse. drop boxes, or Other adection-

@
@
‘ Physical Security at Voting Locations and e e i e o incns v e
@
@

b @ macurity incident in the commanity.

Electlon FaCI | Itles G UIde PLAN: Takn the Eme now o plan and set axpectations on how e electon infreatructurs in your wridiction wil

hendis & phyeical escurity swent should one cocur. Leam from ather svente cnd the firet reaponder commundy to
infioemn your pisng and procsdursa.

O Migintoin pitustions| awsrensse of potential thrests or incdsnts reigbsd to local sksciion infrastructune
through isw anforcement relationshipe, such ge 8 Fusion Canter or U2, Faderal Bursaw of Inveetigstion

Hometown Security page and resources: e e S S st e e

threat leved incragesa.
O Deweiop plane, including physicsl DeCUTity, SMErEancy reaponss, SMarEency COMmuncatons, and

https://www.cisa.gov/hometown-security T o S T et I

wotng locationes.
O Dewveion svacugton and eheiter-nrplacs plare and eneune thet maltiple svecuation routse are chsarly

Mitigating the Impacts of Doxing on Critical e vt oSt ienace Bt i i o avsietie

TRAIN: Prowide siaction workern with training reecuncen Grd Snseciss rour picns whers precticebls.

Infrastructure Guidance

O Train edection workern on de-secalation tectice, identfing and reporting suRpiCioun Bctivitisn, active
ehooter posnarios, and whet to do if they epot en unattendsd bag or BUEpSC @n iMproviesd sxpicaive

CISA | DEFEND TODAY, EECURE TOMCRROW

@ camgev @8 contraicueda g ®u-mnxnmnm:mﬁ‘clm Woybar | Suscart_gov ﬂrmuocm,m:n [ ——
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https://www.cisa.gov/hometown-security
https://www.cisa.gov/publication/mitigating-impacts-doxing-critical-infrastructure

Physical Security

Coordinated Federal Support

Report immediate threats to local law % X |
enforcement (9-1-1) e

Report threats and violent acts to the FBI at 1- ﬁ THﬁEAT TU AN ELEC"UN WURKEH UH
CALL-FBI (225-5324), prompt 1, then prompt 3 VULUN?&EH |S A HREA‘[ TU DEMUCRACY

DOJ, DHS, FBI, and others are working Vlgltﬁps bi.goy tor€port threats toelection workers.

together in recognition of increasing threats | 84
against election workers/administrators/officials ’

FB FED LPALEX REAU
OF INV ATION
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Chain of Custody Guidance

Released by CISA in August 2021

‘ Chain of custody is a security consideration across critical
infrastructure

‘ Tracking control of data and assets to ensure transparency,
accountability, and trust

‘ Highlights impacts and risks from a broken chain of custody
The integrity of the system and its data will be deemed
untrustworthy

A court of law can render the system and data inadmissible
Inability to definitively determine if an actor has
manipulated your systems or data

CHAIN OF CUSTODY AND CRITICAL
INFRASTRUCTURE SYSTEMS

@ complex procees. Ofben seeociated with the pressrdation of evidance for kew eeforcement, chein of
ouhody @0 playe en importent role in security and riek mitigeton fior oritical infrestnucture eschors Gred their cosete.
‘Without eacure chain Of DUSLDdy Drecticse, Critical infrostnucturs sysbarme Ghd ciiets Coul bs unknowingy ecosessd and
MEripulatsd by thraat ectorn. Tha intaZrty of oitical infrestructure Sneets Bnd 0X3me could aiec be queationad, with the
inabiity of crticsl infrestruchuns ownare and oparaiom to prove otherwiee.

Thin CI24 Ineima DroAsden Gn Overvisw of whit chcin of cLmody &, Rghlzhis the potentcl impocts and rissn neouftng
froem @ roksn chsin of custody, Snd offens CGES! i NYGITUCEUNS CRNEN SR CRSTEtors S niticl framework for sscuring
cheain of cutody for their phiysecal and digital cossts.

WHAT IS CHAIN OF CUSTODY?
‘Chain of custody is @ procesa used to tneck the movemeant snd conbrol of an aseet through ite Macycle by documenting

‘sach peewon and onfenization who handies an sesst, the debe, Time it wes collecied or tanafenred, and the purposs of the
tranafer. Exampies of cowste inCiude sguipment, infrestructure, swidence, oxetema, and dats. Meintsining the chein of

for Makoous actors to
squipmant, date, or avidence].

Examples of Physical [J4 Examples of Digital
chain of custody hain of Custody
* Chemical Sector: Freight reiroed oermier and rail *  Heglthcars and Public Heefth Sechor Chairof
MEzErdous MEteiak BhiDpens Gnd reosvern Mt CusfDdy processsn ot LLE. Dapartmet of Hefth
IS YT ETER MrfC Loy RIS 1 &rd HUTEN Sary se-Cartfisd [BBOrEnNA STELTS
aneurs @ poaitive and sacure sxchangs of ‘that no unearthorosd pamsonne! handls
hazendous meteriale. apecimeana or £&in access to the labormatory
=  [Election Infrestructure Subsector: Chein-of-custody :xmummmnnw.
[DFGCTI0NG TOr SN SSCTHON, iNCILICH COMTol fome, " FiNGncial Ssnsces Bachor Fnancal netiutions
EMmper-svident seak, Bnd pariaiosd squipment to et comply with chain-of-oustody reguletions on
provie soeuranose that ballots are authantic and ‘the tranefer of sisctronic data batwssn
wccounted for throughout the siection. inatitut sone or into storags to prevent loee of deta

of inieMenence.
BROKEN CHAIN OF CUSTODY
& bregi in the chain of Custocdy refees 0 @ paviod durng which control of SN Eoast (8.2 yISMe, date, OF infrestnucturs) i
uncartain and during which actiorn tsksn on ths cesst are unacrountsd for or unconfirmead. Such brecion pressnt
opportunitiss fior melicioun adivity that mey compromies the integr®y of the ceest. In the svent thet the chain of cuatody
i broien, the imedity Gnd nelabsity of the ceeet's oxeiem, comoonentn, and eccompenyng deta ehould be evaluisd o
‘to whasther they Con be resbored to ther onGnol stas ond rengtatsd Mo the cosst.

A bregk in the chain of custody occuring dus to @ non-velidetad organization or bed actor gaining custody or acosea

CISA | DEFEND TODAY, SECURE TORMORROW 1
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Chain of Custody Guidance

A Complex Topic Vastly Oversimplified

_ | | | |
Identify | Protect | Detect | Respond |
| | | |
What do you care I What can they do to | Is there enough I How will you I What will it take to
about? : the things you care : evidence to know : determine the : trust the asset
”? i i ? in?
Who is authorized to | about’ I EZE;;ESC?’) I Impact: I again:
access and control : How do you keep : ' I = How will you prevent :
it? | non-authorized | Can you tell if : further |
I people from . something occurred consequences? I
SR : 5
: accessing it~ : and what it was” : Do you know what to :
I I . do next? I
CISA
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